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[57] ABSTRACT 

PROBLEM TO BE SOLVED: To improve tlie reliability of print relating to an electronic 
signature by calculating a value intrinsic to file data ny using a unidirectional function 
from the data of a file with a signature electronically signed oy a secret key, adding 
the value intrinsic to the file data to print data and generating intrinsic print data. 

SOLUTION: At the time of printing received electronic mail, whether normal print 
901 is selected or electronic signature print 902 is selected is judged at the time of 
the operation of printing execution 900. Then, in the case that the electronic 
signature print 902 is selected, the message digest value of received electronic mail 
data is calculated and added to the print data by a prescribed form. Then, the print 
data are generated by adding the calculated message digest value by low density 
characters so as to be difficult to be visually recognized in the entire print image area 
and printing is finally executed. 
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5 1 S5««rt?«^»i6 § *ifcS«f+ 1 7 r 'f 

Wtb. 

7r'('/i^-^'Sr»fitf»-:? i: UTT'y y h-f 57'y y 

±.^^H%y7^f^<r>f—9t^^. — *(RlttBilSSr-l 

Sir. 

±fB@*rffi» W^^tc io-CiLtH^tvfc: 7r'r /Wt"-;? 
±Mmm^W^^<r>n7r\ci&ZX. ±IBf'-^'Sr^feJ^^1- 



im^m 1 1 1 s}?g«i-em^-^iS $ 1 7 r 

fc:H*<olt^7'y :^ hf—f\cHMLX@^^V i^Vf 

i»*9 1 2 ] m!&mxn.i-m^ ^ Mcm^n^ y 7 

±S3«*#t7r'r>'KD7'-^'*»b, 

-^'{cfflw<oM«r7'y V hT'-^tf+jnuTHWT'y :^ 
[»*3®i3j ±ias^rfi[#jp;^7^s'7°tt, i-^^LH 

U^^v^T±E@W7' y hr^-^ Sr^jES-r 5 - i 
2fclBic<Diii«?g^;^fe. 

if«*« 1 5 ] mkmx%^%ik 7 7 

-{juiryij y Vi-^mmMf^i:^mxh'oX. 
±XSM^H^y7^f^<D7'-9t^h. -*-ffi]ttB8ic^^ 

±ISH W :^ X y 7°{i J; o tSl ffl ^ 7 T -r /w-r 

-^{cH^rw^tSrT'y h7^-^i^f=fjpLTa*7"y v 
7 7^>^'-9 irScm^—f tLXy^V>h-ti>-:f]}iy 

im^m 1 6 ] ^^}^6«i-c«^^?^& ^ tvfc§i6f+ 1 7 r 

±E»i&f+#7T-r/KDf'-^'!6»e„ -*lRH4H»Srffl 

±E@*rfflLfLttl ;^ X y yic i o TgLffl $ tifc 7 r 'f /vx 
-^{::@^r<^fl[Sr7'y y h^-f\cHMLxm^:fV 

(tl*«l7l l;^-**ot7r'l'/K^)x-^Sr|feJ^ 



-2- 



^(c:i9±IEf^^P$r^T5itS:#mi:1-5g«*«l 7t 
Ilt*« 2 0 ] ilSW^Ji^^;^^ s/ 7*14. ii-umm<o 

Ii»3ft«2 11 IS*5 1 ~ 1 0 <©fprit;6» 1 5{;:|B^(73 

2 2 ] m^m 1 1 ~ 2 0 cofsm*^ i mzm^ 

y n ^7 A $r 3 y 3. - d> 5>Si!;?iLttj L Brtlfc^iW U 
[000 1] 
[0 0 0 2] 

i^^omm] urn. js^t$*rTtfc«^^-/i'*s*s 

§i6a*ff;4SfflVNP>tvTV^5o 01 3X0^1111 4 tt. ±12 

ffij t r^M««F^j >'Kc:/j:<5Tl>5o pis' 

-t-i^^'f hit. fflA©^ sz-fe— i?{::jitL@*<D 

[0 0 0 3] -t^£t>h. ^^&Lfc^^;<s/■fe-i? (x^;^ 

[00 04] mm^it. ±^mmmxm^it^tirc?i y 

[0 0 0 5] 



[0 0 0 6] vit^i^x. m^m^^ritz^it/y±- 
[000 7] irr^-e. mi 2-e^i-j;5{;::7'!J h± 

^^TV^5Pt■§■^li • «^^i&yn:/7APGP (P r e t 
ty Good P r i V a c y) cO^-f i/i;^ 

[0 0 0 8] ^r-c, ±mi:o\cm^m^^fi1t^{t:^ 
6o 

[0 0 0 9 1 :^^m\i.±^(D^mmct^fyjti7i.^ isc'S.t^ 

[0 0 10] 

:fV V Vf-^y^^slXiX^xm^rf^) ^ hf'-^tr^^-f 

^¥siyr^^v^^^) V Y'fhm'm^^m.Xh^X. 
v^T 7 r I" /wx- fc H^froiESriEtaf 5 S^rfli© 
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[0 0 11] :¥-%m<Dmm^^ism\t. mmmx^^m 

■fV y hi-?>mi^rMmx$>^x. ±E§«f+t7r 
H^rottSrT'y y hf-'$'KnMiLxm^^v y hf- 



f^t77-f/^?r^y vh-t-5®^Ji^fife:^&T-&oT, Jb 
T 7 7 /v-t"- ^ @;froffi?rSLtti-t 5 H^ffiStttl ^ 7^ 

7'<>'i'7'-^t-a*»i[Sr7'y V hx-tJ'tcf^AgbTa 

7^>'i'x-^'Sr»fllx-^' t LT::^y :^ hfST'y v h 

■e«^Si&$ix*:S«#t77-r/i'*7'y >- hi-SlMfe 
J^^^jfe-efcoT, ±E^*#t77'f^K07'-i';!l» 
P>. -;^lR]ttB8^?rfflv^T77-r;Wx-^lca^(0'(iSr 

7'{c i o T# t±l $ nfc 7 7 >'^7'- ^' H*coffi«r 7" y 

:x h7'-^'ic#inL-c@*7'y hv^-^'Sr^fie-rar: 

|SB«yg^;^9' y T'tt, t Ivi J: •? ±lS#*«:fi' 

m^-tz>^wct \^x^y\^z^-9^mm^^i>itt>(o-:f 

'a.^yi^^^y'if=.-9t^h^^mV''^Wi^mti\^1tZ. 

- (d Htf $ -fr 5 f:: * T' p 7 A 3 V t" ^ - d » 5) 
[0 0 131 

^**$nfc?*tj-t77'r>'Kox-^*^f>. 

tic, ±iE7 7'r;i'7'-i5'fc@W<73ifi^yy ^^hf^-i? 
icftJD Lxawy y >- bx-if' ^Sr^^■t-5 r t (c i . 
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[0 0 141 

loo 1 5] T'y :^^gf2f*, y-ySfBlRt/H^Affi 

iB®1-5. Bi«lAtU;*<BI1WSi5 3HL, y-^^Si5Ui:S^$ 

-^■Yi'^'-7 3i^;^gi5 7, L I PS7:i— TS'^'SB 

[0 0 1 61 7T^'i^^ ySl54tt, mBIiIII*:«'U-CS 

^i^rui o^mm-t?>c *fc> =«TgiJi 0/i^f>eji 
[0 0 171 7r-r/wgi5 5{c{t, ^mnv'-f^i' 

[0 0 1 81 ^r-f >'^^fl55^i, ^rspio^Sr^t 

[00 191 ='>y^:=. — ^'^yh'7—^^y-$'—yjc 

-i/gi^ (PC/WS) \ ib^T^lOtomiD^i^ 

[00 201 1 2f4^5/ M7-^f-WN'-r'fcl9, ^S' 
M7-^'S!l»»tpffi-efc5. 7;*-— V5/^$i58, 914? 

C/ws iid»e>KS6$itfcPDL (^-i?Ei*«85) 

[00 2 11 3TSP1 0{CO^^Tttma^•r•5:*^ ='TSB 

lOttP-^^SlJi, ^T^'-^? y«S54, 

^yY'P—^^l^'^—yx.^:^^!, yTt—^yi^U 
8, 9co-?:ix-eti©^Ox-^'WjfEixSr$!lp-t-5t©-t? 
hi. 



[00 221 El2f4. ^}—^UiRxff)>yi>%2<r>}Si 
ffiia-efos, y i oi^iiif&i^sii i o i ttj^asr 
ft«ilM;6^p5)iM(citt-ro7'7r>-;!!f7;^ 1 0 2±^*&i5l 

[0 0 2 31 lI«!JS7'99'y;tf9;^l 0 2±ti«2l$*T, 

yyf\o^^M.'n-ri>tt-hK. 
yVl 0 4«^lliSrMi&^-frT. S^S:^3t^^-t-S„ 
w<OI^(©lia*»e>©SJH)ttt, ^ 7- 1 0 5 , 1 0 6, 

10 7, &tJ5w:^xi 0 s\ci.oxccii^ 

f- (i^TccDi^^5) 1 0 g'^ji/i^ti-s, 
[0 0 2 41 rcDipt^, Tt^^iifz.wmnmm-i.cc 

D 1 0 gjcAoTii^Slibtt, CCD 1 0 9;0»P)(ll;^j$ 

io 

[0 0 2 51 T'y >-i?g(I2(0L— lFK7'r/^2 2 1«, 

[0 0 2 61 i^-'f^^U2 0 la^bm^^tltzU—f 
3tf4S83t K7i» 2 0 2 ZtiizX h'y 

A 2 0 2 !f^icj«; Cfc?tife*sj^^$ix5. r.<D 

!&^VyJ^2 0 2<Dm^<Dnmztt^^^2 0 3l«:J;o 

[0 0 2 71 ^:UT, ^— lF3fe«Ji8ltlB^&t l^fflLfc^r 
^%>ifX. ^-fey h 2 0 4X0{*-fey h 2 0 5(0^^-f 
il/a^A^P>l5«i:«SSr^*SLrte?gB2 0 6--JSj||b, 
K7A2 0 2{C#*$tT-fcm^^?J^E«kiiSiCte^1-5o 

[0 0 2 81 wOj;5t-UTm^Jj!(5te^$nfciE«affi 
f4)£«Si52 0 7{c:«ii|$H, ;t«la5 2 0 7(D||Si:ffi:^{C 

[00291 2 0 7 Sriiil LfcE®:Sftl4»a n - 

y 2 0 BKX^XWm^iy^io y-^ 2 2 OI4S^tti$tU 

2 2 0;iSft±tfv(;iiSSt«fti^HXi&^-r'5„ 
[0 0 3 01 [S|ffiia«i>45|g!S$ixTV^S4i^l4, 

mm^-y 20 QOib^^-^xm^^m&i^it^. » 

2 0 80liIte;^[R]?SriiS»te$-fr, 79s'^^•2 0 9 
J; o TSmjgjSK--^ < „ 
[003 11 #fiE®*siS;^S;h--ci/^.5»g-«, 

^>-2 0 9JcioTS*&)iftaSillS&--3K. ff*&lfR«jil!S's 

mii^ntzumm.. smaeiSn-7 2 1 oicio, ± 
[0 0 3 21 0314, ])—!rm<nmim^^^tzfu 

yi^mXhi>o ia3tJ:^-t-i5tC, CCD10 9*>t)W 

::^$tLfcPi*Slx— ^f4A/D • SH^fCl 1 OXT-roif 
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[0 0 3 3] A/D • SHSPl 1 OlCioTiaaSiXfc 

tTii«iAffi;^«iJ^»Sl53«?3TS|Jl 0-«lE2l**t5, C 

pu 1 1 4tt. 1 5T'^3£$tufc^;£rt${-^£: 

CTiiitfeiaaSPi 1 iRxf-<:y^-y=^4:^i i3iSri(l 

[0034] mvmi 1 5-eMJ ^r^^'ftiaSr 

li^saasB 1 1 1 -c h y $ v^^jQ-asrff fc>*T7'y 

1 1 3 t^bm^y'-f' kWtm^tift^- Ktr^CfcfflP 

10 0 3 51 rro-tpJiCCPUl 1 4©ffl«97'D^^7A 
r±;< 1 1 6{;i|BlS$ixT*5i5, CPU114H:;>«* 
V 1 1 6Sr#flgU/i«sfeSil«i«rfT5o l l 

6(4cpui 1 4<Dj^mmmtLxhmt>fi^. 
[0 0 3 6] iii4tt. ='Tm o(Dm.mm^^^-ry'o 

stttjc. y-^gBi;i>e,(D*j«i3-7:^mcpui 
[003 7] f-^mmn 1 2 1 ^^(DiHiteiaaj?' 

[0 0 3 8] avt'a-^' (^•yh9~i') -iV 

^'-7a:^;^SS7 ^^LTA;^)* ttfciiififcSr«-f K 
T'-^'tt^ 'r>'^'-7i>r;^ 1 2 0Sr:rt-bT7'-^«l!a 
IfUl 2 Hc^iiStt. ^<7)PDL (^-i>|BJ$Sf§) *5 
L I PS-Cfe2.0;5\ foSV^ttJKx^ h;^^' yyhT?fc5 

yy >'^'aJ2^ej^^?*v5. 

[0 0 3 91 7r^'i^? ygP4/J»P)«H^7*-^'». x 

'T/UfPS. =i>'tra-^ (^yhy-j?) ^^y^-VzL. 

^'a52-^7T^v'5 ySi54, ^(^vyV—if^-y^—y^ 
[0040] CPU123(i. ^^yi 2 4lCEti$tl, 



^yi24f:iCPU123 «f^3l®«i: LXt^KiPtl- 

[0 04 11 avfa-^' (4^yh»7-^') 
31— ;^8I5 7 filliM 1 B (Management Inf 
ormation Base) t l^titbS-r— ^— 

!js^tit*oTv>5. I Drtti!iswii*:/y v 
[0 0 4 21 ^(DiptcLT, >^mm<r>mm<om^^ 

[0 0 4 3] E15tt. m4X7fs^il?)mj^^l 2 5<^* 

f^tt^fflffijc-r, ii^T'y :^ b 9 0 1 i^m^f-^^^V 
yV90 2 fi^^miR mmn 900 «ras^i-5 r t 

[0044] in 6 tt, sit Lfctt^-^ -/u^yy > h-r 

ig4<0CPUl 2 SroSif^^li^KW-f-S^n 

-=f^-hXhi>o ft$l]<:o;^X5'7'8 0 1 (ilioV^T, ^ 
JBiJllfT9 0 OSfe^^td. ii^y y >^ h 9 0 1 :i5SS^$n 
•CV^5>i^m^?*7'y V h 9 0 2;!)>il5l$tiTV^2)/i»Sr 

9 0 2;65SJ^$nrv>5i&-^H:;^7'yy8 0 2~8 0 3 

[0 0 4 5] ^^T^ys 0 2tC*iV^-C» Sft 

*lllit«>Ji^^-CH:, miKTfi-r^OiC. MD5 

ffll-fflVttl-TVSIlSr-^'fliyn AK>— o-CfcS P G 
P (Pretty Good Privacy) T?p< s' 

2 -e^ Lfc i 5 fim^xzf VyhT'—f \cWJDt?>, 
[0 0 4 6l?>ClC, y^x^y^S 0 3^^*3^^T. T^y-yf 

8 0 2-e^ti)$Hfcy y-t— :;5y'i'v?=:;^ hmSr. E19 

7°8 0 4T'^jSiJSrlltTf 5„ JfeiB, ;^-r y y^8 0 1 
7^y7"8 0 lA>e);^X3'7'8 0 4»Cv'-^V7'UTji^:^ 
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[00 4 71 (^2 (omm(Dmm) m^. 2 
y y \'m^±mim\'^m&(oic^i 2 0 o-e^ y-t-s? 

[0 0 4 8] ^*t(e:*rt, wro^2co|llicoj^Ji-r-ii, 

«^M#fFi&^W!l#MiP9- 1 9 1 3 9 4#{cg^5E$n 
10 0 4 9] ±3zEL:fcJ;5}c:^ «^S*»LS^fflv^5r t 

[0 0 5 0] (||3(0|lli<0J^li) 01 0«:. 

[0 0 5 1] ^-nfc^n., :ioJf53o^te(Dj^<i-ctt± 
IE?tlc«^iEl- 5 r t ;ds Bite * . $ HfcSff 

[005 2] (^mmom<Dmmmm) ^mmimm<o 

[0 0 5 3] ±iELfclllgJg<i©«|tESr^^-f 5 

SVtt^gOaVlfa.-^ (CPUfcSV^ftMPU) 
[0 0 5 41 :i<0»^. ±Ey7 M^sTOT'o 

^y'^:^^. %m%y'^:^i^. CD-ROM. 



[0 0 5 5] =Ji^f3.-^i5#ti^$tlfc7°D^7 
b•3.-^'{C^3^^T^fi!ltTV^^)OS 

[0 0 5 6] $P>{C. ^*&$tlfc7'n^^7iv=— K;!)S=> 
[0 0 5 7] 

So 

imi] y^%m(Dmm<7>i^m(Dm^fikmmM.<o:fuyi^ 
[Ei 2 1 y -y^^io?7°y yfu<Dm^^7n-rmmmx 

[El 3] y-^^Si5<^yDs/i>|ll-Cfc?.. 

[114] 3rg|50«^Sr^1-7'n3/^|l-c$)5„ 

[0 5] «^SiS7*y > hSrtgSI-saH^gfiiiiffi^Sr^-r 

m7} xmT'-^ t -y-b-i^ir^ ij'a:.:^ hmtnm 

[138] IB2(^|llt<©Ji^ffi-eo«^1-!i»t{CoV>TcD8Si 

?gEl-C&5, 

[119] tt^^g«7°y VHc1-;i^UiS«i:tT#iP$ti 
mil] ffi^-S^S $^^fcS:ft;>' yt-i?oii?g'07'y 

yvm^^-rmx-h^. 
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[0121 «^**$*T.feS«^ y-fe-i^lC;?* y-b-i? 2 

5. 4 

lEi 31 lt^g^&^c:o^^x<DI5iB^|glT•fo5o 5 

101 41 m^§*j-ov>T©ifte^ia-cis>5. 7 

[if?#©lftMl 8 

1 y -^^las 9 



[051 



11 



PCWS 



12 
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5H 
6 



h-Network 
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900 



^g>3^90l 
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HI 



4- 77^->S'JS 



5- 77'-f^US5 



7- 3>fa-> • 



8- 



120 

Jl. 



L/F 



125-^ 



10 



121 

_JL_ 



CPU 



122 

I/F 



124 

'J 
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3t« 





1201 
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12133 


mmm — > 


OCT 




H 





1202 




[mil] 

BIGIN SIGNED MESSAGE 

1997#12^15B 

ae-icBBr5»iwaaT^&«o 

BIGIN SIGNATURE 

lAVwu 

END SIGNATURE 



[ISl 2] 



•BEGIN SIGNED MESSAGE- 



1997#12fl15B 
OaDX 



•BEGIN SIGNATURE- 



iAVwu' 



END SIGNATURE 

••-•-•BEGIN MESSAGE DIGEST- •• 
GSflesymSIdnesItahtERALEDflesYMi 
END MESSAGE DIGEST 
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